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Abstract. The widespread of Internet worms is an issue of concern. A worm 
program tries to compromise systems in a large scale network. To handle the 
disaster proactively, it is very essential to evaluate the worm dispersion. We 
propose an evaluation model for the network intrusion dispersion on a spread of 
worms. The model scrutinizes important factors from a network  
infrastructure then calculates the dispersion value by using a rule-based fuzzy 
technique. These significant factors are generated from an analysis of trust  
relationship on nodes, the visibility of nodes, and the homogeneity of systems. 
The output of the model can be used to estimate the severity of the worm  
dispersion effectively. 

1   Introduction 

Worms are pieces of executable codes or programs that can automatically replicate 
themselves to machines by exploiting vulnerable services. When intruders discover 
system vulnerabilities, they try to gain access to the system and then propagate  
themselves to the other machines, thereby the spread of worms. From the history of 
worm, it has been clear since 1988 that the automatic propagation program can rap-
idly spread across network by exploiting the vulnerabilities of Sun Microsystems and 
VAX computers running variants of BSD UNIX [1]. The last few years, the dramatic 
increase of worm outbreaks occurred, namely, Code-Red and Sapphire/Slammer. 
Code-Red was infected by compromising Microsoft IIS web servers using the .ida 
vulnerability [3]. It launched 99 threads to generate the IP addresses of hosts ran-
domly and then tried to compromise those machines with the same technique. How-
ever, the first version of Code-Red had limitations in random IP generator and its 
memory resident behavior. 

The next version of Code-Red namely Code-Red II was released. It was much 
more dangerous than the prior version. Code-Red II was not memory resident; there-
fore, the rebooting an infected machine did not effect its operation [4]. This worm 
also improved the propagation mechanism to first check if the system has already 
infected, it then ignored to compromise again. The analysis papers of Code-Red I and 
Code-Red II are well-prepared in [3], [4], and [5]. The spread of Sapphire worm (also 
called Slammer) began to infect by exploiting buffer overflow vulnerability in Micro-



soft’s SQL Server or Microsoft SQL Server Desktop Engine. It was regarded as the 
fastest worm in history [6]. Airline flight cancellations and ATM failures were the 
results of the worm dispersion. It performed the full scanning rate (over 55 million 
scans per second) to find the holes of stations. Notice that if Sapphire had carried a 
malicious payload and targeted a more popular service, the effects would likely have 
been more severe. 

There are efforts to detect the behavior and signature of worms. GrIDS [7] is a 
well-known intrusion detection system developing to detect worms. It builds activity 
graphs to represent the host connections and then searches for the predefined pattern 
of intrusion from the graphs. It can handle a large number of hosts. To improve the 
effectiveness of GrIDS for detecting worms, the connection-history based anomaly 
detection [2] was proposed. The model emphasizes on the similarity of connection 
patterns, the causality of connection patterns, and the obsolete connections. The ap-
proach was described in different ways that it did not provide any specific patterns 
that should be searched for but defined a metrics that allowed the system to evaluate 
the likelihood that an observed pattern is malicious. 

From the above researches and problem contexts, we realize that to quickly  
determine the spread of worm is very helpful to proactively handle with the situation 
of attack in a large scale. Therefore, the aim of this research is to propose a model to 
evaluate the network intrusion dispersion especially for the Internet worms. The  
remainder of the paper is organized as follows. Section 2 introduces the big picture 
and the basic concept of the model. Section 3 defines and analyzes the trust relation-
ship that relates to the spread of worms. Also in Section 4, the openness and homoge-
neity of systems will be presented and analyzed. The evaluation of network intrusion  
dispersion using fuzzy technique is described in Section 5. Finally, Section 6 gives 
the conclusion and areas of future works. 

2   The Model 

The aim of this research is to analyze the significant factors effecting to the spread of 
worms in network. These factors will be utilized to estimate the intrusion dispersion. 

2.1   Basic Concept  

Dispersion relies on, but is not limited to, key entities: trust, openness, and homoge-
neity. Trust is a logical link between/among nodes for allowing or being authorized to 
perform actions. This relationship can be prepared in various means. For example, the 
relation “A trusts B” can be defined as the case when A allows B to access and write 
data on A’s local disk. Trust is particularly a primitive way to support intruders to 
invade the system easier. The relationship can pass or inherit from one to the others. 
There have been suggestions that trust relationships should not be transitive because 
of security awareness. However, in a practical implementation, some configurations 
require a transitive trust.  



Openness is a property that explains how the system can be seen or communicates 
with the others. This term describes the scopes of a system visibility. It is reasonable 
that the systems which are hidden from the scanning of intruders are safer from  
attacks than the world-visible machines. By the nature of worm propagation, after 
breaking-in to the victim it starts scanning for finding the next systems to be infected. 
The scanning tool looks for the specific vulnerability of the system that can make the 
worm to exploit and gain access. In addition, if targeted systems have the same hole, 
it will increase the possibility for worm to infect those machines in a large scale. We 
call this property as a homogeneity. Note that the homogeneity of the network is de-
fined specifically for a particular attack. 

2.2   Model Architecture 

Three factors of interest are extracted from system and network configuration: trust, 
openness, and homogeneity. 
    Let δ be the function of dispersion evaluation. Then, the dispersion (D) is: 

D = δ(DT, DO, DH) (1) 

where DT, DO, and DH are dispersion from trust, dispersion from openness, and  
dispersion from homogeneity, respectively. The overall architecture of the model  
depicts in Fig.1 
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Fig. 1. Overall architecture of the model shows the basic components 

The model starts with the extraction of factors of interest from the configuration of 
machines and network. Analysis part will analyze the factors.  The final output for all 
processes is the intrusion dispersion that is calculated by the evaluation part. 



3   Trust 

Trust is a relationship representing action between a trustor and a trustee. The trustor 
allows the trustee to use, manipulate its resources, or influence the trustor’s decision 
to use resources or services provided by the trustee. The trust relationship can be  
represented by a directed graph.  
 
Definition 1: A nondeterministic finite-state automaton M = (S, I, f, so, F) consists of 
a set S of states, an input alphabet I, a transition function f that assists a set of states to 
each pair of state and input, a starting state so, and a subset F of S consisting of the 
final states. 

 
We use the nondeterministic finite-state automaton M [8, 9] to describe the trust  

relationship of systems. The set of states S is a group of machines that have trust 
relationships. The function f represents the transition of worms to traverse from the 
node to infect the next node. By this definition, s0 is the starting node that worm first 
exploits and F contains a set of possible attacked nodes. The input for function f is 
assumed to be a constant (λ).  

DT (dispersion from trust) can be calculated by the following equation: 
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where n(F)i and n(S) are the number of elements in set F with starting node i and 
the number of elements in set S respectively. 

Fig. 2 and Table 1 demonstrate an example of trust relationship of systems. Using 
equation (2), DT  is equal to 19/36 = 0.52. 
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Fig. 2. A nondeterministic finite-state automaton represents trust relationships 

Table 1. Possible attacked nodes.  

Starting node 
of attack (so) 

Possible attacked nodes (F) Number of possible in-
fected nodes (n(F)-1) 

N1 {N1, N2, N3, N4, N5, N6, N7} 6 
N2 {N2, N3, N4, N5, N6, N7} 5 
N3 {N3, N5, N6} 2 
N4 {N4, N7} 1 
N5 {N3, N5, N6} 2 
N6  {N3, N5, N6} 2 
N7 {N4, N7} 1 

4   Openness and Homogeneity 

The visibility is a property that a host can be reached by the others. Machines in  
networks can be configured to hide themselves from attackers who are looking for 
them. The methods to achieve this property are such as firewall, network address 
translation, etc. By using these techniques, machines can be protected from the scan-
ning of intruders. The desirable information for attackers are the availability of sys-
tems and the leakage of system information. Worms always choose an IP address 
randomly and try to establish a connection or send some packets to the victim. If they 
can reach that station, the scanning will be performed. 

 The dispersion from openness (DO) can be defined by the following formula:  

DO = n(V) / n(S) (3) 

where n(V) and n(S) are the number of visible nodes and the number of all nodes in 
network respectively. 

The example of nodes in the network with the property of openness demonstrates 
in Fig. 3. From the following figure, the DO value is 2/5 = 0.4 
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Fig. 3. The example of visibility of nodes in the network  

The homogeneity of nodes is one of the important factors to determine the area of 
infection. When the worm can break-in the station, it usually uses the same  
vulnerability to invade the other hosts. Therefore, if many nodes have the same holes 
in operating systems or applications, the chance to be infected is increasing. 

We can calculate the dispersion from homogeneity (DH) by the following formula:  

DH = n(A) / n(S) (4) 

where n(A) is the number of nodes that have the same hole A as the host that was 
first invaded by the worm and n(S) is the number of all nodes in the network. 

5   Evaluation 

The calculation of dispersion utilizes a rule-based fuzzy technique that is suitable for 
defining and estimating the values of decision. Three factors (DT, DO, and DH) are 
used to find the dispersion of worm. We employ rule-based fuzzy technique to aggre-
gate the factors and calculate the dispersion. It starts with the fuzzification to assign  
membership values to inputs and output. Then the membership values of inputs are  
applied to 27 rules that were created by experts. Fig. 4 shows the example of the  
dispersion calculation when DH = 0.5. 
 



 
 
Fig. 4. The dispersion evaluation from fuzzy rule-based technique 

6   Conclusion and Future Works 

The paper describes the overall architecture and formal framework of the dispersion 
evaluation model for Internet worms. The significant factors are analyzed to find the 
possibility of worm to infect in a large scale network. After the first prototype is  
developed, the works will focus on the design of a general model to evaluate the 
dispersion that does not rely on system vulnerabilities and worm behaviors.  
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